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Boundaryless Information Flow™ 
achieved through global interoperability 
in a secure, reliable, and timely manner 

Executive Summary 

Organizations are increasingly looking to incorporate service offerings from Cloud 
service providers. Architecture plays an important role to help determine the type of 
service that end users actually require and are willing to pay for. This White Paper 
outlines an approach that is intended for use by CIOs, business architects, and line-of-
business personnel interested specifying what they need rather than being sold on 
what they do not need. 

This White Paper supports The Open Group vision to enable Boundaryless 
Information Flow by allowing end-user organizations to engage with Cloud service 
providers in an intelligent, constructive dialog within the formal framework outlined. 
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Introduction 
This White Paper describes the key areas that an organization needs to address when adopting the Cloud 
paradigm and transforming to a Cloud-enabled enterprise. It contends that enterprise architecture and 
enterprise architects have a significant role to play in this process, and that architecture frameworks such as 
TOGAF® 9 and techniques such as service-orientation can be leveraged to accelerate delivery. 

Although technology is now ready to realize the Cloud vision, many organizations are not. This is primarily 
due to the multi-faceted nature of the issues to be addressed: traditional one-dimensional business roles do 
not lend themselves well to ownership in this situation, which in turn paralyzes many Cloud transformation 
programs. This is compounded by the wider IT industry itself and the mixed messages and approaches that 
are being promoted to customers by service providers: often the marketing messages from service providers 
are amorphous and geared towards capturing as many new customers as possible. 

Embracing Cloud opportunities requires a holistic approach to deal with a multitude of issues, be they 
technical, financial, legal, regulatory, labor, or security in nature. As such the role of the enterprise architect, 
a multi-dimensional role accountable for tying these elements together to form a coherent whole, is becoming 
crucial to organizations seeking to embrace and adopt the Cloud paradigm. Of particular note is the concept 
of service-orientation applied to the business context: only through service definition and the subsequent 
definition of service contracts can an enterprise hope to control and exploit the opportunities afforded by 
Cloud. 

Consequently, architects are taking the lead in the production of these collaboration contract specifications 
that define how services are to be delivered by service providers and integrated with an organization’s 
existing IT landscape; and will subsequently assist in the creation and development of commercial contracts 
with the service providers. Organizations that do not have an architecture practice capable of performing this 
role should consider revising their architecture strategy if they are considering broad adoption of Cloud. 
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Enterprise Architecture and the Cloud 
This section describes how enterprise architecture can be used to enable organizations to embrace the Cloud 
paradigm. 

Adopting the Cloud 

In adopting the Cloud an organization no longer needs to maintain expertise or in-depth knowledge of 
specific platforms or technologies or indeed business activity (if adopting Business-as-a-Service, or BaaS), as 
such services are delivered as a commodity that is fully managed by the service provider. What the 
organization does need in-depth knowledge of, however, is how to manage the interface between themselves 
and the Cloud provider and how to mitigate the many multi-dimensional risks inherent to this situation. 

Figure 1 outlines the key issues organizations are dealing with when adopting Cloud services. 

 
Figure 1: Key Cloud Issues and Considerations 

Defining a Strategy 

When creating an enterprise architecture that embraces the Cloud a common approach is to identify all 
possible candidate services that could be transferred to the Cloud and create a roadmap to actually move 
these services to selected service providers. 

Not only does this approach require a large amount of upfront architecture effort, it also requires sufficient 
architectural skill to model the activities of the business in a service-centric fashion, and tends not to deliver 
any business value until later in the process. There are also inherent risks when embarking on this approach; 
teams regularly fail to deliver on time given the complexity of baselining a whole IT landscape and the 
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failure to gain stakeholder agreement around what scope and level of detail the architecture actually consists 
of. 

A better strategy is to use an architecture framework such as TOGAF to focus on transitioning those services 
that would deliver continuous business value to the organization. For example, TOGAF provides various 
guidelines and techniques that can be employed to drive an enterprise architecture based on the 
organization’s business goals and drivers. 

TOGAF encapsulates an organization’s desired outcome into an Architecture Vision that, when combined 
with the business goals and drivers, enables an architect to partition the architecture effort and tailor the 
Architecture Development Method (ADM) accordingly. Defining the target architecture and evaluating it 
against the baseline to derive an Architecture Roadmap that allows an organization to transition from the 
baseline to the target in a controlled manner, helps to deliver business value continuously but also de-risks 
the overall transition to the Cloud. 
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Cloud Service Definition and Contract Specification 
Cloud services can be used to provide products, services, and solutions that are delivered and consumed in 
real-time using the Internet as the integrating factor. These services can be designed to interact with each 
other, across enterprise boundaries (“Boundaryless Information Flow”). 

In order to support such cross-boundary interactions, however, Cloud services need to be built upon a robust 
framework of contracts which address the many issues as presented in Figure 1. In addition to those featured 
in Figure 1, non-functional requirements such as service availability, performance, manageability, reliability, 
and scalability need also be defined. As such, the service-oriented paradigm supported by TOGAF 9 (which 
uses service contracts to handle these elements) is an ideal candidate for architecture teams to use for this 
purpose. 

Selecting Services 

Cloud services already exist and are available for use (e.g., Amazon’s Elastic Beanstock, Microsoft Azure, 
Force.com, etc.). Content metamodels can be used as a guideline to aid identification of related services, the 
service interactions, and therefore the potential impact on those services of moving the candidate service. 

The decision process around whether to “Cloudify” an existing enterprise service is also not new. The same 
thinking and deciding factors are applied in the same way as if an organization is considering whether to 
custom develop functionality or procure a Commercial Off-The-Shelf (COTS) solution. Indeed, a Cloud 
service can and should be regarded as a COTS solution in this respect. 

Cloud services can provide services across all aspects of the enterprise: 

• Business 

• Information 

• Application 

• Technical Infrastructure 

Within TOGAF 9 the inter-relationships are depicted within the content metamodel: 
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Figure 2: Service Types and Relationships 

In assessing whether an architectural gap is a suitable candidate to be implemented by an external Cloud 
provider, the following criteria should be borne in mind: 

• Flexibility – avoid monolithic, tightly-coupled services. The more discrete a service is, the easier it will 
be to provision and adapt to business change. 

• Approach – adopt and personalize targeted business offers and avoid excessive customization. It is more 
expensive to industrialize your corporate capabilities than to personalize tailored business offers. 

• Architecture – take the opportunity to re-architect. Many business applications are left alone unless they 
are absolutely broken; provisioning older applications as Cloud services can dramatically change their 
cost profile and improve their scalability. 

• Time-to-market – it will take longer to organize and run your complete business on the Cloud than a 
tailored set of business offers; resist the temptation to re-do everything all at once and instead bring 
incremental elements on-line in a phased approach. 

• Service Level Agreements (SLA) – how does Cloud impact existing SLAs? What are the SLAs required 
between the services? Can they realistically be met (by you and the provider), and what are the location 
implications? 

• Security and Compliance – identify and mitigate the risks when dealing with information security and 
compliance in provisioning service from public and private Clouds. 

• Core Business – what is your core business (i.e., what services differentiate you from your competition) 
versus what services are you willing to contract from other Clouds? 

• Understood Capabilities – do you clearly understand the capability? The workflows? The integration 
required? The implications on the organization? Look for opportunities where defining the contract is 
viable and understood. 
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• Alignment to Existing Architecture – does the Cloud sourcing model break the existing enterprise 
architecture? What impact does it have on existing architecture governance processes? Understand how 
enterprise business services interact: know what you have and what you can use. 

After the organization has decided upon which services are candidates for transitioning to the Cloud, and the 
potential service providers identified, one of the next steps is to specify and define the collaboration contracts 
with the service providers for these services. 

Contract Characteristics 

The Cloud contract is the glue that binds all the discrete pieces of the Cloud service together, ensuring there 
are no gaps in service element responsibility and ownership. 

 
Figure 3: Business Service, Contract, and Service Quality Inter-Relationship 

The contract should address: 

• Liability – who is responsible for what when the service fails? What is the extent of liability of each of 
the service element owners? 

• End-of-Service Support (including reversibility clause) – when the provider-customer relationship ends, 
customer assets (e.g., data and applications) should be packaged and delivered to the customer and any 
remaining copies of customer data should be erased from the provider’s infrastructure. 

• Provisioning and Scalability – how long does it take to acquire additional capacity? Can the consumer 
reduce his capacity commitment? What’s the process for doing this? 

• Service Level Agreement (SLA) – includes defining the process of managing and monitoring the 
capacity, data protection, data privacy, operational integrity, vulnerability management, business 
continuity (BC), disaster recovery (DR), identity management, and ownership of intellectual properties. 

• Usage Tracking and the Billing Process – how is usage monitored and tracked? How is this usage 
information processed into billing/invoice information? How often are users billed? 

• Payments and Penalties Models – define the payment contract between the providers of the service to the 
users based on payment models; e.g., pay per use, pay for capacity. What are the penalties for stopping 
the contract?  

• Ownership, specifically Information Ownership – retain ownership responsibility within the enterprise or 
delegate to the service provider and “buy-back” at service termination. 
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• Issue Resolution/Escalation – how and by whom are resolutions handled? When and to whom are issues 
being escalated? How are change requests being handled? 

Cloud Roles 

When operating in the Cloud the participants can take on different roles: 

Table 1: Common Cloud Roles 

Role Description 

Cloud Service Provider Owns and operates live Cloud services library to deliver services to third 
parties. Usually this requires significant resources and expertise. 

Cloud Service Consumer A consumer of services coming from the Cloud. The privacy of users in 
the Cloud has become of increasing concern. The rights of users are also 
an issue, which is being addressed via a community effort to create a bill 
of rights. 

Cloud Brokers or Vendors Provides products and services that facilitate the delivery, adoption, and 
use of Cloud. 

Figure 4 shows the context for each of the roles across the components of the Cloud service and highlights 
the responsibilities associated with these roles. 

 
Figure 4: Cloud Role Interactions 
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Challenges and Responses to Implementing Cloud Strategy 
Technology is not the only inhibitor; organizational design and executive sponsorship need to be addressed. 
Procurement, business portfolio management, and enterprise architecture must be leveraged with executive 
sponsorship. 

Utilizing Cloud Services 

Utilizing a service in the Cloud will have an impact on the enterprise: 

• Since the mechanisms to acquire services will become part of the backbone of the business operation, 
there is a need to make the procurement and legal business areas aware to take into account the increased 
dependency of external parties. 

• By transferring parts of the organization’s value creation process, the accountability for the overall 
outcome will require increased focus on regulatory issues which will, in part, be delegated to the provider 
in the Cloud. 

• In order to retain flexibility in selecting sourcing partners, the services obtained from the Cloud require 
continuous monitoring and management. The implementation of the governance processes must be in 
line with the granularity of the services, which may remain in-house or be provisioned through the Cloud. 

Challenges that can be addressed through enterprise architecture include: 

• The means to identify and assess opportunity areas to move to the Cloud, within the framework of 
existing organization 

• Assessment of the IT impact of the identified Cloud opportunities; provide direction on the appropriate 
level of flexibility in the IT infrastructure and in the organization (e.g., procurement organization) to 
quickly integrate Cloud services 

• Separate reality from hype, and provide the perspective around what is feasible and realistic, rather than 
over-ambitious and impractical 

Furthermore, an enterprise architecture perspective can assist in the reassessment of the responsibilities and 
focus of senior business leaders with regard to exploiting and operating opportunities in the Cloud. 

The traditional function separation between service/product/outcome on the one hand and process on the 
other, and a corresponding division of responsibilities between CIO and CTO becomes less defined when 
operating within a Cloud model. The increased reliance on business technology dictates that business and 
information technology competences need to be more integrated with product/service innovation. 
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Responses and Recommendations 
A top-down incremental roll-out strategy owned by a single leader and supported by executive and business-
led strategies will be more successful than IT-led initiatives. 

The roll-out approach should be outlined at a high level and based upon: 

• Landscape analysis and opportunity identification across corporate operation (including IT) 

• Business case development using collateral from enterprise architecture 

• Corporate change and strategic transformation portfolios 

In order to direct the company transformation towards a Cloud approach, the key first steps are: 

• Set in place a team in order to define and govern the enterprise architecture across the company, with the 
specific objective of architecting for Cloud exploitation 

• Define a strategy to accelerate the transformation taking into account both the trends of the market and 
the value for the company 

The team to define and govern the enterprise architecture will work closely with business and technology 
departments. This can be achieved by: 

• Establishing a new organization such as the Business Architecture Department managed by the Chief 
Architect, or the Head of Strategy or equivalent, or 

• Using a service proposed in the ecosystem; e.g., AaaS (Architecture-as-a-Service) 

An accelerator framework can be used as a foundation for business workshops and as a diagnostic tool. The 
framework is designed to help organizations with two objectives by: 

• Providing a clear picture of the business technologies that are the most relevant to organization 

• Shedding light on how these technologies and their evolution will affect the business 
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